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Name: _____________	Student ID: ______________	Email: _________________


Finding #1
	Affected pages and parameters / items
	e.g. /path_to_page (parameter: param1, param2)


	Descriptions
	(describe what’s the issue, how that could be exploited, potential causes of the issue)

	Potential Impacts
	(describe what an attacker can do/achieve by exploiting this vulnerability– provide one potential attack scenario)

	OWASP Top 10 2013 
	e.g. A1 – Injection, A2 – Broken Session Management and Authentication, Others

	Recommendations
	(suggest how the issue could be fixed, give examples if applicable)

	Proof-of-Concept / Evidence
	(provide some screenshot, exploit URL, or anything that you think is sufficient)






Finding #2
	Affected pages and parameters / items
	e.g. /path_to_page (parameter: param1, param2)














	Descriptions
	(describe what’s the issue, how that could be exploited, potential causes of the issue)











	Potential Impacts
	(describe what an attacker can do/achieve by exploiting this vulnerability– provide one potential attack scenario)








	OWASP Top 10 2013 
	e.g. A1 – Injection, A2 – Broken Session Management and Authentication, Others





	Recommendation
	[bookmark: _GoBack](suggest how the issue could be fixed, give examples if applicable)




	Proof-of-Concept / Evidence
	(provide some screenshot, exploit URL, or anything that you think is sufficient)
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